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o Secure Shell (SSH)
o System Startup and Shutdown

 Checking the Health and Status of the System

« Tape Operations

 System Backups and Restores

e User Administration

« Commercial Off-the-Shelf (COTS) Software Administration
o Security
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Secure Shell (SSH)

Improves Network Security
e Passwords not sent in the clear

e Encrypts entire session

sshsetup = Local Host Setup
sshremote = Remote Host Setup

sshchpass = Change Password
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System Startup

Cold Startup

No Subsystems Running
— Power failure
— Following system maintenance
— Power switch OFF?

@( Warm Startup

Some Subsystems Running, Others Off
— Operator intervention

— External malfunction
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Cold Startup Procedure

 Determine existence of following systems:
— Domain Name Server (DNS) Master
— Name Information Server (NIS) Master
— Mail Hub Server(s)
— Automount Servers
— ClearCase Server
— Communication Subsystem (CSS)
— Other License Servers
— Sybase SQL Servers
— Data Server Subsystem (DSS)
— Planning & Data Processing System (PDPS)
— Client Subsystem (CLYS)

e Turn on power for each one IN ORDER
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Cold Startup Boot Order

DNS Master Server
NIS Master

CSS Server
ClearCase Server
Interface Server(s)
MSS Server(s)
DSS Server(s)
Ingest Server(s)
PDPS Server(s)
Client Server(s)
Data Management Server(s)
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Warm Startup Procedure

e « Determine which server is down

(E 3 e Determine order in which servers are to be
booted

 Determine the interoperability dependencies
among the machines

e Turn on machines in an order consistent
with the dependencies
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Normal Shutdown

e Turn off power to FULL system

e Turn off power to a component subsystem
« Scheduled by Resource Manager
 Approved by DAAC Manager

 Minimal disruption to system users

 NO loss of data
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Normal Shutdown Procedure

Active
jobs finish
OR long-running
jobs are killed by
the SA.

=

SA sends broadcast
messages to users
announcing the
impending shutdown

%HUT DOWN
SUBSYSTEMS

IN ORDER

=
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Normal Shutdown Order

Normal shutdown order Is the reverse
of the start-up order
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Emergency Shutdown

* Indications
— System or Subsystem is locked up
— Unable to access or maneuver through the system
— Impending or actual power failure
— Hardware or Software failure

* Verify need to shutdown
— Resolve subsystem and user problems first
— Shutdown is a last resort

e Minimize loss of data
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Emergency Shutdown Procedure

* Type sync and press Return/Enter to flush buffers

 Repeat the first step

 Shutdown Subsystems IN ORDER
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System Status and Health

« WhatsUp Professional 2006
« Whazzup???
« ECS Health Check GUI

e ECS Assistant
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Checking Network Health & Status

« WhatsUp Professional graphic network monitoring tool

* Installation establishes network map and initial
notifications, device properties, and polling

e Color alerts indicate status of mapped nodes
— highlighted name: an event has been logged
— green square background: device is up =
— light green diamond background: one poll missed
— yellow diamond background: two polls missed

— red elongated diamond background: device is down
(after eight polls are missed, background is red starburst) —

— light purple octagon background: a serviceis down
— gray square background: monitoring turned off

625-EMD-004, Rev. 02 naY|he0n 14



Checking Network Health & Status:

WhatsUp Professional Network Map

WhatsUp Gold - IVATC_Monitor™: Map] [_[5]x
W Fie Edt Yiew Montor Configwe Tooks Reports Logs indow Help _|3]x
DEHEE|éevv oaad s -
Ly LY Ly Ly
t1spsl2 vatc ecs.nasa.goy 11 pls02 vatc ecs.nass.gov t1spg wetc ecs nasa.goy tHaix02.vatc ecs.nasa.goy  t1mss06.vatc ecs nasa.goy
tims=02 vatc ecs nasa.qoy Hagel vatc ecs nass.goy tlayy02 vate ecs nasa.goy tais0l watc ecz.nasa.goy  Hdme02 vatc ecs nasa.gov
tloes0l vatc ecs nass.goy timss03 vatc.ecs.nasagoy  Himss04 vatc ecs nasa.gov t1mspls vatc.ecs nasagoy  Hins01 vatc ecs nasa.gov
iy 5] & Iy LY
Helpzll vatc ecs nasa.ooy Hnedl3 vate eos nasa gov eyl vatc ecs nass gov tdrs02.vatc.ecs.nasa.goy  t1acs03 vatc ecs.nasa.gov
by Ly Y & 5
t1ins02 vate ecs nasa.gov t1dpp02 vate ecs nasagoy  H1oph03vete ecs nasa.gov Hacs02vate ecsnasagoy 0mssll vaic.ecs nasa.gov
) 5 5 ||
bbS vatc BCs nasa.coy tlconsolel vatc.ecs nasagoy  Hicgd3 vatc.ecs nasa.goy Hcodet vatc.ecsnasagoy  tincd22 vatc.ecs.nasa.goy
t1acgld.vate.ecs.nasa.gov t1spol3vatc ecenasagoy 1 drgl3 vate ecs nasa gov tdpy06 vate ecs nasa.goy  HNCo02 vatc Bos Nasa.goy
@ @ @1 @1 @
t1dpl07 vatc ecs nasa.gov Holpl0& vate Bos nasa.goy tincod! vatc Bcs nasa gov tHjzs01 vatc eca nasagoy  tipr0l vatc.ecs nasa.goy
3 Map [32 Edt | 5z Dependencies | J= staws_ | ol
[ [ [osta

il Start| I WhatsUp Gold - [VAT.... B]File & - Microsoit Word RS 105 amM
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Checking Network Health & Status:
WhatsUp Professional Status Display

Check Mow

1 Connect

2 Ping

3 Traceroute

4 Browse
Customize kenu..

Ferfarmance Graphs...

Quick Statusg,.
Pmperties..k

Status

Status: Iﬁ

Count; IE'f321 BTT:

Iﬁ.l:tive and responding

—

—CMF Status
Down Count  Total Last Fesponse Time:

|1 23 IEEED

INDt since initialization

— Service Status

Dowen Count  Total

Last Response Time:

INDt since initialization

HTTP|SMTP

818

Cancel | Help |
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Checking Network Health & Status:

WhatsUp Professional Item Properties
BoX

» Display « 4 Traceroute

« Attach « 3Ping

o Link « 2 Connect

 Set Dependencies « 1 Browse

 Lock Position « Remote Desktop

* Poll Now « "Device Status Report
« Acknowledge  Properties

 Device Reports  Time

e Group Reports « HTFML
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Checking Network Health & Status:

WhatsUp Professional Net Tools

Info
— display a summary of device information
Time

— synchronize your computer’s clock with a
remote time server

HTML
— query aweb address
Ping
— verify connectivity to a host

TraceRoute

— trace and view the route to an Internet
host

Lookup

— query Internet domain name servers for
information about hosts and name servers

Finger
— display information about users on a host

Whois

— display information about Internet domain
ownership and groups

LDAP (Lightweight Directory Access
Protocol)

— search directories for names and
information on another computer

Quote
— view gquotations from a quote server

Scan

— scan arange of IP addresses to create a
network map

SNMP

— view and graph Simple Network
Management Protocol (SNMP) values for a
device

WinNet

— View Windows Network domains, hosts,
and workstations

Throughput

— test data throughput on the connection
between your computer and a remote
computer

System Info
— information about your local system

|
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Checking Network Health & Status:

WhatsUp Professional Net Tools - Info

 MNet Tools

FEile Edit
SMME | Winfet | Thraoughput I System Info I
Info |Time | HTHL I Fing | Traceroute I Logkup I Finger | “Whois I LOAF | Cluote | =can
Host Mame or IP Address: |12?.n.n.1 ~|  ListVigw Help | Clear | Start |
Finizhed.
Official Name: IlDDalhDst Fecord last updated: I
Diomain Marne: I Qatabaselastupdater"l
. NetTools =1 E3
Fille Edi
Fecord created: I Ele S
SHMP I WinMet I Throughput I System Info
CDntad: Infa |Time I HTHL I Ping | Traceroute I Lookup | Finger I Whois I LDAF | Quote | Scan
Host Mame aor IP Address |12?.D.D.1 j §Bep0n\fiew§| Help | Qlearl Start |
Finished
IF Addresses: Aliases: Daomain Servers:
127 0.01 Hostinfo 127.0.0.1 2/3000/50/0; 09/26/02 08 32:56 El

Cfficial name: localhost
IP address: 127.0.0.1

hostis reachable at 127.0.0.1 with O millisecond round trip time

N match found for localhost.

# ARIN Whois database. lastupdated 2002-08-25 20:50
# Enter ? for additional hints on searching ARIN's \Whois database

Fetriewe general information about a host.

Ly o

‘Retrleve general information about & host. A4
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Checking Network Health & Status:

WhatsUp Professional Net Tools - Ping

v MNet Tools
File Edit

ShMP | Winhlet | Throughput | Systern Info
Info | Time | HThL Fing |Tracer0ute | Lookup | Finger | Whois | LDAF | Quote | Scan

HostName or P Address: [120.0.0.1 =il Help | Clear | stan |

Count: |5 3: Delay (sec): I1 3: ®|CWP © MetBeui
Size: |52 3; Iimeuut(ms):IEDDD 3: C PR

sent 5 Received: 0 in 0 Max 0 A0 gy (1]
# | Address | bytes| ms| Status Eile  Edit
12 ::Sggg:: gg 133 Ea!:ure_:usigmeac:aﬁ:e SMMFP | Winklet | Throughput | System Info
RIRIN allure - nos nreacnanle " . " .
Inf Ti HTRAL P T Look Fi Wi LOAF 0] s
3 120001 52 130 Failure - Host Unreachable o | Time | e [esmmis [Testus [ G | o | [ewin || Sex
4 120001 52 0 Failure - Host Unreachahle HostName or IP Address: [120.0.0. -] {Beporiview]| Help | Ciear | stan |
3 1200001 ke 0 Failure - Host Unreachakle - m Delay (soc) m & IoMP © NetBeui . -
ount: — Delay (sec): — 1 D
nf y ,E;’ .Q’

Size: |52 3: Iimeout[ms):ISDDD 3; PR =

Sent b Received: 0 Min: 0 Max: 0 Awg: 0

Ping 120.0.0.1 5/5000/52/1; Starttime 08/26/02 08:51:27 =]
ping 120.0.0.1 packet 1 failed, retcode = 11003 (Host Unreachakble)
ping 120.0.0.1 packet 2 failed, retcode = 11003 (Host Unreachakble)
ping 120.0.0.1 packet 3 failed, retcode = 11003 (Host Unreachahble)
i )
i )

ping 120.0.0.1 packet 4 failed, retcode = 11003 (Host Unreachable
ping 120.0.0.1 packet & failed, retcode = 11003 (Host Unreachable
Sent 5 Received: 0 Min: 0 Meax: 0 Awg: 0

End tirme 08/26/0z2 08:51:33

Fing is used to determine if a network device is reachable.

iy o

|Ping is used to determine if & network device is reachakle. 4

625-EMD-004, Rev. 02 nayihenn 20



Checking Network Health & Status:
WhatsUp Professional Net Tools -

lraceroute

" MNet Tools
File Edit

SMkF | WinMet | Throughput System Info
o | Time | HTML | Ping  Traceroute | Lookup | Finger | Whais | LDAP | Cuote | Scan |

HostNerme or IP Address:  [155.157.124.147 B Help | Clear | stant |
Maximum Hopoount: |3 ™ Map Results [T Resolve Addresses
Titneout (fms): ISDDD 3: [EREEAREEEE - ot Tools [_[O]x]
Fil=  Edit
m | R—|_|—| D'ﬁ| o | Host M | it ShMF I Winhet | Throughput | System Info
op : ress gsiame | otollis o | Time | HTML | Ping  Tracerute | Lookup | Finger | Whois | LDAP | Quste | Scan
1 a 0 166157932 :
2 1] 0 166167124147 Host Name ar IP Address: |155.15?.124.14? j EBepDnViewél Help | Clear | Start |
Meximurn Hopcount: |3 " tdap Results " Resolve Addresses g:' { .g:'
Timeout (ms): I5E|E|U 3: ¥ EetDErEndEnEiES
Completed
Trace 155.157.124.147; Start time 08/26/02 09:03:12 =
Tracing route to 155.167.124.147
B0 bytes from 155157124147 Hime=0 ms
Hop A Diff Address
1 0 0 166.157.93.2
z 0 0 155.157.124.147
End tirne 08/26/02 09:03:12
host reached

Trace the path through the netwark to a host or network device.

" of

|Trace the path through the network to a host ar network desice.
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Checking Network Health & Status:

WhatsUp Professional Reports

 Reports
— Store all device information across all device groups through a variety
of reports.
« Event Log

— logs events (changes to network status, such as a device going down
or adevice coming back up)

— provides a history of what has occurred on the network, call Historical
Availability reports
« State Change Timeline

— Reports a timeline of when each monitor on a device in the selected
group changed from one state to another during a specified period.

— Provide additional information on when and how the device went
down
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Whazzup???

Initial Screen

X Metscape: Whazzup?? v2.0

File Edit Wiew Go Communicator

Help

i » 2

G4 2 @

Back  Fonvard  Reload Home  Search  Metscape Print  Security  Shop Etop

s & O @

o| # " Bookmarks J Location: [http: //tlins01 5150/

/| @ What's Related

4 4 Members 4 WebMail 4 Connections 4 BizJournal ¢ SmariUpdate 4 MEplace

Host Status: Mode Status: Vetify Mode:

EcMsWz-Whazzup???

Welcome to Whazzup...

This tool is designed to allow SysAdmins to view at a glance the current
status of both the ECS Custom code and any performance issues with the
UM+ servers,

The recommended display Is to select "What's Down" from the "Verify hode"
pulldown menu and then right click on "Performance” and select "Open Link
in Mew Window". This will provide the operator with a view of Custom Code
and 3ystem performance on the same screen.

Status color legend:

.Can’t ping host

[ bata collection timed out

M server down / critical threshold crossed
Warning threshold crossed

Performance

Management

Update
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Whazzup???
Host Status Select

rzup?? ¥2 .0

File Edit Wiew Go Communicator

¢ =2 A & 2 BWM < & @ @

Back  Forward  Reload Home — Search  Netscape Print  Securty  Shop BHap

w#” Bookmarks A Location: [ittp //t1ins01 5150/ {| @1 what's Related
i 4 Members o WebhMail g Connections g BizJournal o SmartUpdate g Miiplace
A
******* sWz-Whazzup???
t1dms0
tdp ed to allow SysAdmins to view at a glance the current
status ERRelgelul] C3 Custom code and any performance issues with the
UIME=
The re/fqllE] display is to select "What's Down" from the "Verify Mode”
Host Status i then right click an "Performance” and select "Open Link
his will provide the operator with a view of Custom Code
ance on the same screen,
b lection timed out "
B st own / Critical threshold crossed
threshold crossed

ticodel .
e Status: \.’en[y Mode: Performance

Haco0d Update

Mana(ement.

i Yl @@ R
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Whazzup???
Host Status Data

X Metscape: Whazzup?? v2.0

File Edit view Go Communicator Help
1€ & 3 @ - @ < & B @ ™
Back  Forward  Reload Home  Search  Netscape Print  Security  Shop Stap
| " Bookmarks 4 Losation: [http: //tLins01:5150/ /| @7 What's Related
v o Members g wWebMail 4 Connections o Bizdournal # SmanUpdate 4 Mkiplace
timsho1

Last update: Jul 25, 2000 - 08:15:26 [[Update]] | [[Cetails]]
Performance Stats
CPU used Load Swap Free |Mem Free |Most Full Disk |Disk 10

0% [01403z035| 17273 K| eze0 K (NN O/sec

COTS_SYBASE
Server UID | PID | 5Time | Size

dataserver sybase | 1160 | Jul_08 | 3376
SHARED

Server UlD | PID | STime | Size

EchkdsCmEcsd root [ 1974 | Jul_D8 i

Host Status: Mode Status: Verify Mode:

Performance

= = = Update
Mana(en nt
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Whazzup???

Mode Status Select

etzcape: Whazzup?? v2.0

File Edit %iew Go Communicator

é¢ 5 3 @ 2 @ o & 0O

Eack Fanward  Reload Home Search  Metscape Frint Security Shop atap
i " Bookmarks A Location: fattp: //t1ins01:5150/ /| @ what's Refated

4 Members 2 WebMail # Connections 2 BizJoumal # SmartUpdate 4 Mitplace

EcMsWz-Whazzup???

Welcome to Whazzup...

This tool is designed to allow SysAdmins to view at a glance the current
status of both the ECS Custom code and any performance issues with the
UNI¥ servers.

The recommended display is to select "What's Down” from the "Verify Mode”
pulldown menu and then right click on "Performance” and select "Cpen Link
in Mew Window", This will provide the operator with a view of Custom Code

MOde Status and System performance on the same screen.

tus color legend:

tshold crossed

Performance

______________ i Update
Management

|
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Whazzup???

Mode Status Data

2% Metscape: Whazzup?? 2.0
File Edit “iew Go Communicator
d » 3 B =2 3 & 0O
Eack Faoryard  Reload Home Search  Metscape Print Security Shop St
é| w# Bookmarks & Location: [http: //t1ins01:5150/ {| @ What's Related

i Members g WeliMail o Connections ¢ BizJournal ¢ Smartpdate o Mkiplace
T31

Server Host 8]10] PID | STime Size

EcCIDtUserProfileGateway |tlins01  cmshared | 1606 |Jul_18 | 1217E

EcCsEmailParser flins0z  cmshared | 3359 | Jul_13 | 18544
EcCslandsat? Gateway flins0z  cmshared | 3402 | Jul_13 | 11832
EcCshiojoGateway tlins0z  cmshared | 3445 | Jul_13 | 21608

EcOmasterToEcsGateway | tlins01  cmshared | 2175 | Jul_13 | 20454

EcOmDictZerver tlins01  cmshared | 2400 | Jul_13 | Z00z24

EcOmEcsToAsterGateway  |tlins01  cmshared | 2258 | Jul_13 | 26800

EcOmEcsToY D Gateway flins01  cmshared | 2518 | Jul_13 | 27520

EcOmLimZerver tlins01 cmshared | 2341 | Jul_13 | 22584

EcOmOToEcsGateway tlins01  cmshared | 2453 | Jul_13 | Z6B00

EchpaAthigr tlais01 cmshared | 4797 | Jul_z0 | 14744
EchsDistributionServer t1dps01  cmshared | 16695 | Jul_13 | 45744

EcDsSciencelatalerver tlacs03 cmshared | 21655 | Jul_13 [ 110360

Echs3d3reGui tlacs03 cmshared | 3711 | Jul_18 | 27280

Host Status: Mode Status: Verify Mode: Performance

Update
Management
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Whazzup???

Verify Mode Select

¢ Metscape: Whazzup?? v2.0

File Edit W%iew Go Communicator Help
: = 3 4 2 o <+ & O
Eack Fanyard  Reload Hatme Search  Metscape Print Security Shop o
w# " Bookmarks Az Location: [ttp: //t1ins01:5150/ {| @ What's Related
i Members ¢ WebMail ¢ Connections ¢ Bizdournal ¢ SmariUpdate 4 Mktplace

EcMsWz-Whazzup???

Welcome to Whazzup...

This tool is designed to allow SysAdmins to view af a glance the current
status of both the ECS Custom code and any performance issues with the
UMIM servers,

The recommended display is to select "What's Down” from the "Verify hMode”
pulldown menu and then right click on "Performance” and select "Cpen Link
in Mew Window". This will provide the operator with a view gf. Custom Code
and System performance on the same screen. -

Status color legend: COTs

.Can't ping host S Tl
.Data collection timed out P b
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Whazzup???

Verify Mode Data

X MHetscape: Whazzup?? v2.0

File Edit ¥iew Go Communicator Help
< @ 2 4 a S & 8
Back  Forward  Reload Home Search  Metscape Print Security Shop S
i| " Bookmarks A Location: [eep - //t1ins01 5150/ /| @5 What's Related
v 4 Members g WebMail ¢ Connections ¢ BizJournal ¢ SmartiUpdate 4 Mkiplace

T31
Last Update: Jul 25, 2000 - 08:15:27 [[ Update ] Servers: 54, Up: 21, Down: 27, 779 6
Server Host Uik PID | STime Size
EcCsEmailParser tlins0Z |cmshared | 3359 |Jul_19 | 18544
EcCslandsat? Gateway tlins0Z |cmshared | 3402 |Jul_19 | 11832
EcCshojoGateway tlins0Z |cmshared | 3445 | Jul_19 | Z1608

tlicgdi = # 2 o
EchmaAsterToEcsGateway tlins01 |cmshared | 2175 | Jul 19 | 30464

EcDmDictServer tlins01 |cmshared | 2400 |Jul_13 | z0024

EcOmEcsToAsterGateway tlins01 |cmshared | 2258 |Jul_19 | ZE300

EcDmEcsToVDGateway tlins01 |cmshared | 2518 |Jul_19 | 27520
EchmlLimServer tlins01 |cmshared | 2341 [Jul_19 | 22584
EcDmy0ToEcsGateway tlins01 |cmshared | 2453 |Jul_19 | ZEE00

f1sps0z = = = =

ti1sps0z = = = =
|EchDistributi0nSeruer t1dps01 (cmshared | 16695 |Jul_19 | 45744

Host Status: Mode Status: Verify Mode: Perfonmance
_____________________ Update

Management
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Whazzup???

Performance Management Select

> Netscape: Whazzup?? v2.0

File Edit “iew Go Communicator

Eack Forward  Reload Home Search  Metscape Print Secrity Shop top
"¢~ Bookmarks i Location: [lhttp: //t1ins01:5150/ ;| G what's Related
v # Members ¢ WebMail ¢ Connections ¢ Bizdournal ¢ SmariUpdate ¢ Mkiplaze

EcMsWz-Whazzup???

Welcome to Whazzup...

This tool is designed to allow SysAdmins to view at a glance the current
status of both the ECS Custom code anc any performance issues with the
UNIx servers.

The recommended display is to select "What's Down” from the "Verify hMode"
pulldewn menu and then right click on "Performance” and select "Cpen Link
in Mew Window" This will provide the operator with a view of Custom Code

and System performance on the same screen,
Performance

Fonward Alt+Right
Reload Frame:

Open Link in New: Window Buttanz

Dpen Frame in Mew Window

Open Frame in Window i
Open Link in Composer

Wiew Frame Source

Yiew Frame Infa
&dd Bookmark for Link
! Send Page

Save Link As.. Shift+Buttond
'E| | Copy Link Location 2 |
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Whazzup???

Performance Management Data

> Metscape: Status

File Edit Wiew Go Communicator Help
A a4 2 3 &
Back Fonvard  Reload Home Search  Netscape Print Secdrity Shop St
_ﬂt' Bookmarks ,& Location: [Bltt.p:,-",-"tlinsﬂl:5150,-"c:gi—bin,-"MSS;’EcMstmlazzup,-"EcMSWzSystemPerformanc:e. cgi ,{| @' What's Related
i 2 Members g WebMail g Connections ¢ BizJournal ¢ SmanUpdate ¢ Mktplaze
Performance Stats
Last Update: Jul 25, 2000 - 08:30:26 [[ Update ]]
Hostname |CPU used Load Swap Free [Mem Free [Most Full Disk [Disk 1O
tlacgil 16% [0.15,0.06,0.06 | z95600 K (RSN e B7% | O/3EC
tlacqo4d 1% [0.01,000,0.00 5105024 K [ 78907 K [ | 0.0/sec
t1acs0? 2%[0.09,0.04004] 416800K [ 4040K warnB5% | 2/sec
t1acs03 5% [0.02,0.02,002[ 509800K [ 16336 K 47% | aisec
tlais01 B%[0.07,0.03,003[ 371616K [ 46216K wahn B1% | 16/seC
tlaggo? 18% [3.03,3.00,3.00[ 1048576 K| 2136 K [NNDINENNEE | O/sec
ticode] 16% [0.08,0.07,007 [ o063z K[ 411926 [N | O/sec
t1dms02 2%[0.09,0.03,003[ 402224K [ 6324K 55%| Ofsec
t1dps01 8% [0.08,0.05005[ 447336 K [ 108192 K 58%| alsec
[(odeni[ =] J[ K[ K[ [ kec
t1drg03 0% [0.00,0.00,0.00[ 4086000 K [ 22385 K 50% [ 3.0/sec
tlicgot 5% [0.02,0.05,000[ 1853632 K| 3783 K 74% | aisec
tlicgn3 2% [0.03,0.04,0.00[ 1048576 K| 31787 K [ isbswstnprocs 87% | 0.0/58C
tlins01 30% [0.740.29,023 [ 1254848 K [ 669904 K [N | 0O/sec
tlins02 BE% [1.35,1.17,1.16 | 1415336 K | 468280 K | wB1% | 9/sec
timsh01 5% [pzz01z018] 18911K[ ez4a0K [NNNEES| O/sec
t1msh08 33% [0.52,0.47,0.46 6836 K[ 18734 K [ | (/sec
t1mss06 z7% 005004004 Mnizok| e4sz K [N | 0/sec
t1pls01 48%[0.10,0.05,0.04] 730280 K [ 241732 K wehn B7% | Bfsec
t1pls02 0% [0.05,0.07,005[ 557648 K [ 107648 K 73%| Oisec
[Espedi [ S -K[ K[ [ ke
| tispgos| 1% [0.06,0.01,0.00| 5023712 K| 25267 K | 30% | B.8/sec il
| tisps0z| 55% [0.240.30,0.33| 737486 K | 122656 K | wen B33 | 3/sec v
I a1~ | P e e P B Ty ——e [ - s

I | |
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ECS Health Check GUI

e ECS Health Check GUI

— Provides status of EcDmVO0OToEcsGateway and Data Pool drill-
down search engine

— At a specified rate it sends inventory searches to the
EcDmMmVOToEcsGateway and/or submits granule search
requests to the Data Pool

— Provides multiple warnings when a failure is registered by the
GUI during the current search

- Visual warning (including details about the time and nature of the
error)

- Audible alarm (when implemented)
- E-mail message
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i &5 ECS Health Check == l/_\<‘.-i1|
i File Help

r EcDmVYOToEcsGateway ﬁ |

Cortral |

Specify timeout period : |[][J minutes iUD seconds

Specify repeat period : |UU minutes IUD seconds

‘ Start H Stop H Reset || DON'T TOUCH THIS ‘

Yisual Warnings

The Current Status is :  Dormant

Mo error messages to report

dounew@msn.com

In the event of an error, mail will be sent to the following : ]
tnewmanieos.east.hitc.com

|
Ml Warnings |
|
1
}

Avdible Warnings |

|

| Alarm.waw had H Test H Stop ‘ i

| Ready ,
L T AT ST R el VDRI TR L PR GE RO LR (N U T ST -

625-EMD-004, Rev. 02 nayl.heon 33



ECS Health Check GUI (Having

Detected an Error)

rm L R T NI F Al . RS W B YOTTEN T T Ry R -5 N - - - :-Ir
i ECS Health Check (=] <
l File Help
r EcDmVYOToEcsGateway '
I Cortrol ;
pel = minutes Secon
Specify imeout period 10 inut 0o ds
i
I Specify repeat period : |20 minutes IUU seconds
| stat || stop || meset || powtTOUCHTHS | .
.
WisLal Warnings
The Current Status is :  Failed
i Errors detailed below
i Tue Jan 20 13:55:28 GMT 2004 : Unable to contact VOGTWY E
- :
. E
[
i i
1]
i i
il Warnings
Sent Emails to these recipients Haunen@msLEam ;
dnewmani@eos.east.hitc.com
i Sudible Warnings hﬂ
q 5.1
l |.n.larm.wau - || Test ” Stop | Y
 Ready )
* A ST ™ . IR M0 £ e SRS P :-mmmﬂ
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ECS Subsystem Manager GUI

| = iJ ECS5 ASSISTANHT: Subsystem Manager Uszer: delark Host: blueridge Site: EDF
Help File Tools LUilities
Database | Install | Shutdown Servers | Configuration | Stage Area Installation | Start Servers | View Task Output
Frame 1—— Frame 2——
Mades | w| | [ Settings
USER: cmtse I ClearCaze Yiew: dclark_RemoweCDS_GA
HOST: t1acs0s £ SUBSY3STEMS
s17E: vate I i E:I cLs Selected Subsystem:
YIEW: MUuLL ] R Ej Cs58 Selected Component:
..... E.:l DM Selected Application:
----- {] DP3
..... D [
----- {{] MGEST
----- {:j 1053 — Installation Statistics
----- {] M3S
..... D PLS
----- {{]] TOOLKIT

P |~
— Legend
Mot Installed

E Successfully Installed
D Installation Warnings
. Inztallation Errars

=~
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ECS Assistant Monitor

Hosthame: t1p]s01
Userld: cmshared

Thu Mow 9 15:03:53 EST 2000 |

haode: 753
Suhsystam:
Campanent:

Exit | Update Mow | cdsping all servers.. | W Auto Update
SERVER STATUS ~ PID  USERID  START TIKE &
EclpPrleletion DOWN
EclipPrJobMgmt DOWN
EcP10dHgr P 23433 cmshared 2000411703 17:38:51

EcP15ubMgr P 18500 cmshared 2000711507 15336344

______________________________________________________________________________________________________________________________________________________|
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Networker Administrator

Main Screen

nwadmin @g0mss07.gsfch.ecs.nasa.gov

File Clients Server Media Save Set Customize Options

» Turbo/s0

Backups: 1553 ses
Recovers:

Devices:

Jdey Srmtsombn d1t OsFods (R reading
‘tmt/ ( 1 it t 11

; d1t itd

248 MEB
ME

Pending:
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Tape Labeling Procedure

“r
Run nwadmin |

r

Select
jukebox labeling
and complete the
dialog form.

Load tapes in
cartridge.
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Tape Labeling

 Creates a unigue name for each tape
» Identifies tape to Networker
e Stores list of labels in memory (index)

gsfcnasa.001
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Jukebox Labeling Window

nwadmin @g0mss07.gsfch.ecs.nasagov

File Clients Server Media Save Set Customize Options

MetWorker 4.

Devices:

JSdev /rmt/Ombn (J3) dlt GSF047 (R readi done Cfulll
1t g ] dlt tq £ ]
' - d1t ] i
dlt

Sessions: = :
G0 RS R gt ohig Server: 7.gsfch.ecsinasagoy

2 Device: / it mbn
Starting with:

: v Default ~ Archive Clone > digration

“~ Default Clone chive #* higration Clone

A prehive chive Clone

T danual recycle

Pending:

625-EMD-004, Rev. 02 Ilayl'llenll 40



Tape Indexing

Networker’'s way of identifying each tape’s location in the
jukebox

Reads each tape’s label and matches it to the jukebox slot
Can be time consuming (2-3 minutes per tape)

Must be performed after tapes are added, removed, or
changed
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Tape Indexing

2|
0
After Initial Inventory C

Tape Cartridge

Cleaning Tape

SLOT 1 = CLEANING TAPE

GSFCDAAC.001
SLOT 2 = GSFCDAAC.001

SLOT 3 = GSFCDAAC.002 GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 GSFCDAAC.006
SLOT 5 = GSFCDAAC.010
SLOT 6 = GSFCDAAC.352 GSFCDAAC.010
SLOT 7 = GSFCDAAC.003 GSFCDAAC.352
SLOT 8 = EROSDAAC.001 CSFCDAAC 003
SLOT 9 = EROSDAAC.523
SLOT 10 = UNDEFINED EROSDAAC.001
SLOT 11 = UNDEFINED EROSDAAC.523
empty
empty
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Tape Indexing

2
E __ =
Tapes Changed But Not Re-Inventoried §

Tape Cartridge

> Cleaning Tape

........................................................................... - GSFCDAACOO]_
SLOT 3 = GSFCDAAC.002 7\ > GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 < > GSECDAAC.006

SLOT5=GSFCDAAC.010 D

> GSFCDAAC.010
SLOT 6 = GSFCDAAC.35

SLOT 7 — GSFCDAACOO3 SN > EROSDAAC777
SLOT 8 - EROSDAAC.OO]- )T > GS':C:D'A'A\C:OO?>
SLOT 6 — EROSDAAG 593 <o
............................. > EROSDAAC.001
SLOT 10 = UNDEFINED «._ )
— UNDEEINED < /™= > EROSDAAC.523

> GSFCDAAC.999

.~
~.
~.
~.
~.
~.
~.
~.
B

> EROSDAAC.888
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Tape Indexing

L2
O
After Re-Inventory C

Tape Cartridge
.................................................... L.)> Cleaning Tape
SLOT 1 = CLEANING TAPE N > GSFCDAACOOl
SLOT 2 = GSFCDAACOO]_ B
SLOT 3 = GSECDAAC.002 3 > GSFCDAAC.002
SLOT 4 = GSFCDAAC.006 < > GSFCDAAC.006
SLOT 5 — GSFCDAACO:I_O D R -> GSFCDAAC.010
SLOT 6 = EROSDAAC. 77+ - -~ oo
SLOT 7 — GSFCDAACOO3 SN > EROSDAAC777
SLOT 8 = EROSDAAC.001 ~wf, e > GSFCDAAC.003
SLOT 9 — EROSDAAC523 .............................................................. - EROSDAACOO].
\,\_.‘.\‘ ......................... > EROSDAAC.523
el T "> GSFCDAAC.999
> EROSDAAC.888
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Jukebox Mounting Window

07.gsfch.ecs.nasagov
{Ombn

Yolume:

Slot Yolume Pool % Used

Deam 1 1l

Defaul t
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Jukebox Inventory Window

Server: gimss07.gsich.ecs.nasa.gov

Device: /dev/rmt/Ombn

First Slot: I

Last Slot:

[:ant:el I Help

625-EMD-004, Rev. 02
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Backup Levels Overview

More incremental More cumulative
Level 1
Level 2
g o e Level 3
- -
§. % o l. § Level 4
g - E < S Level 5
= i :
L % o | I Level 6

Level 7

Level 8
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Schedules: [M=ig=IviRs
Full on 1st of Month

Full Ewery Friday

Quarter]y
Full on 1st Friday of Month

Create Lelete

MName: ‘nerzul+t

Period: _, wieek “* Month
Previous Month Current iWonth |Next tlonth

December 1998
Tu W Th F s

Movember 1998

Tu W Th F S
3fi |4afi |55 |&fi |7 i |2fi |3fi |4fi |Sh
10fi |11 |12 [130 |[14fi 8fi |9f |10fi |11 |12fi
1Zfi |[18fi |19fi [20fi [21fi 15fi |16fi |17 |18f |19/
2491|251 |26fi [271i |28fi 2201 (23 (241 (251 |26]i
291 (30fi |31/

Raytheon
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Networker Backup Scheduler
Overrides Menus

ﬂ Schedules
File

Schedules:
BUldl ¢ onth

Creat.e Delete

Current tdonth e

November 1998 December 1998
S M Tu W Th F § Tu W Th
3fi |4 |5 |6 |70 2!i 3fi | 4fi |50
i 126 [134 146 ' '
154 - Overrides - fuﬂ*.

1
2211 [23fi [2afi | fuft T 24ii |2516 [26fi
29f [30/i incr . 270f 28K |294i |304i |314

f

=T~ E "R~ PR~ R -G .

skip”®

@
=
g

remove
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Networker Backup Window

625-EMD-004, Rev. 02

nwbackup

File Tree ¥iew Change Mark Options

Server: gUmssO7 gsfeb.ecs.nasagoy Client: gOmss07.gsich.ecs.nasagoy

Selection: Jusriecsd

L= Ll[cofielzs =R SHARED

(] %“Ejsr m|E= e B EETS2
(-

B m |ocal

Raytheon




Networker Recover Window

File Tree View Change

Client: g0
Browse Time: hon hlo

Selection:

u B UNTITLED#

=2 hin
= mm cdrom
= B config.RE

u B configreadme

= m dafa
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Networker Recover Window

with Files Selected

625-EMD-004, Rev. 02

‘nwrecover

Client: g0
Browse Time: v

mExdatal Etecad
LAY til.conf

=i tll.conf
i acct
= cron.d
= i default
= mdfs

Raytheon
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Networker Browse Time Window

nwrecover

File Tree View | Change Mark Options
Server.. :
Client...
Brawse Fime...

Server: gmssO7.gsfchecs.nasagoy Client: gOmssO7

Browse Time: hon MNov 03 12:38:02 19598
Selection: Uate/Tiv0T1y
| = (E2hin
.t = |22 ik

—u :-.netscape © M pserv.e !Preuious | Today | et
— N Ssh

= E2 prodkit
o W setup_env.csh Movember 1998
—amTT_OB p_eny.

— i cdrom c Misetup_enu.sh Sun Mon Tue Wed Thu Fri Sat
= mdata S (Ee [01 |0z |03 [0a]os [oB |07
—m Edatal = Etecad :

—m %3 lataz < il conf | oz JEER| 0 [ 11 |12 |13 | s
o

e R B ] E e e
—c S Tivoll |22 |23 |24 |25 | 26 | 27 | 28

T {ec l—‘l_
':c m tl].conf 29 a0
" macct
= mcron.d
—® i clefault Browse Time:
—u mdfs P
e }Mon Mow Q8 23:58:59 19388
—mmfs
—u minet Ok Cancel Help
— = minit.d
—u b
—Emp
—® o mall
= mnet
[—® mopt
. mrco.d
e mrcl.d
—EEmrczd
o I loechel

— B .symon
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Networker Conflict Resolution

Window

Conflict Resolution

Do you want to be prompted when conflict occurs? & Yes 7 Mo
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Tapes Required for

A
Full System Restore

~~
o
>
X
Q Level 3
qv)
@) N
)
e
99
> o
7p)
-]
(.
~—r
o
)
>
]
—
- N ™ < T} © ~ © o o — o " - "
) ()] 0} () Q () ] ) (] — - a S, 10 ©
c c c c c & 2 A A - 2
S c S S S c S S S (] O o 2 o 2
] - a ] ] > ] s = c 2 = 2 2 2
vl Law] > S s = S 3
™ L}
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Networker Administrator
Main Screen

5 Turho/B0

Recovers

Devices:
JSdev /rmt/Ombn £33 dlt GSFO47 (R reading, done (Ffulld
£/ 1mbn dlt )51 60 113 MB
dlt G 1 1 i
dlt

Pending:
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Networker Save Set Screen

File
Client
igOms=07 , gsfcb ecs.nasa. gov

Save Set

7

Jdatal

Jdatal /nsr/ine e
fdatal fnsr/index/g0acsiz .
fdatal nsriindex/a0acs03d,
fdatal insr/index /a0acsid,
Jdatal /nsr/index/a0aisol,
Adatal snsr/index/adagqadl .
Adatal /nsr/index /adagqat?. : ;
Jdatal /nsr/index/adcss02, : ; V|

Instances

Date Level Status | Cetails

B/29/497 5 recyc]able
BA30/L07 5 recyclable
a/01 /97 5 recyclable
Q/02/97 full recyclable
9/03 /97 recyclable
9/ 05 /97 recyclable
9 06 /97 recyclable
9i07 /97 recyclable
9/10/97 recyclable
9419 /97 recyclable
9412597 recyclable
Q413797 recyclable
9/14/97 recyclable
9/15.97 recyc]able
9/16/97 recyclable
a/17/97 recyclable
g/18/097 recyclahle
8/19/07 recyclable
/20497 recyclable
Q721 /97 recyclable

Q22597 Tabl
S recyclable FE;EGEF

P — o O = p

LI o ot o e e ]
a3 Ead Lad LAY LAD Ca)

==
o
L R SRR [ By R B R RN R R PR R R R

[ S R )
L AN L e
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File

Client

goms=s07 , gsfch . ecs nasa. gov

Save Jet

%
Jdatal
Jdatal /nsr,

/data1/nsr/1ndex/90acso3.
Adatal fnsr/index fa0acs0d,
Jdatal /nsrdindex/90ais0t,
Jdatal /hsr/index /glaggdl .
Adatal fnsrdindex /abagad? .
Jdatal fnsrsindex/g0css02 .

Instances

[ate Level i Status | Details
B/29797 recyclable

2430797 recyclable
9(@1{9? recvclable

recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyclable
recyc]able
recyclable
recyclable
recyclable

recyclable
5 IRecouer

/03,97
9/05/97
8/06/97
8 /07 /97
S/10/97
2411797
a/12/97
8/13/97
8/14/97
9/15/97
8/16/97
8/17/97
8/19/97
9419/97
9 20/97
8/21/97
8/22/97

mmwmm—hmmmwwmmmmmm—kmmm
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625-EMD-004, Rev. 02

e e SR |

Save Set Recover Status

Jdatal /fnsr/inde:

I Start I:Z:ancel I Help

01 ,gstch ecs nasa. gov

Raytheon
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Personnel Screening

« OMB Circular A-130, Appendix Ill and NPR 2810.1 and
Internet Protocol Operational Network (IONet) Access
Protection Policy and Requirements 290-004 together
require screening for:

— All employees who require privileged access or limited
privileged access to a Federal computer system or network

— All employees who require privileged access, limited privileged
access, or access to the Closed Segment of the Internet
Protocol Operational Network (IONet) (formerly NASCOM)

— All employees having access to IONet network control devices
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Personnel Screening (Cont.)

« NPR 1620.1 requires that all employees granted unescorted
access to a NASA Resource Protection (NRP) facility or area
and/or a NASA-designated Limited Area undergo screening
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New User Approval g

| complete the
User Registration
Form and send it
0 my Supervisor

If the form is
complete, I'll
approve it and
send it on to the
DAAC manager

R. E. Quester

Looks okay to me!
I'll send it to the
System
Administrator.
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[etc/passwd File

mresnick:$sy732az)[xyzz:510:1:Michael Resnick {x4076}:/home/mresnick:/bin/csh
Jsmith:hY%dd98dwWrxPnm:511:1:Janet Smith {x0821%}:/home/jsmith:/bin/csh
rknickerb::512:1:Robert Knickerbocker {x4111}:/home/rknickerb:/bin/csh

Empty field
(no password)
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[etc/group File

root::-0:root
other::1l:root,hpdb
bin::2:root,bin
sys::3:root,uucp
adm: :4:root,adm

mail::6:root
Ip::7:root,lIp
users::20:root
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[etc/auto.home File

dwashing acmnlsgi:/vol0/users/dwashing
jmangum acmnlsgi:/vol0/users/jmangum
mlynch acmnlsgi:/vol0/users/mlynch
ddavis acmnlsgi:/vol0/users/ddavis
rcampbel acmnlsgi:/vol0/users/rcampbel
spete acmnlsgi:/vol0/users/spete
kkleis acmnlsgi:/vol0/users/kkleis
echeung acmnlsgi:/vol0/users/echeung
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Is - Output Explanation

d rwxXIsfx rwx pesnick [Yaining 8192 Jun 14 08:34 archive
drwxr-xr-x 11 mresnick  training 4096  Jul 03 12:42 daacdata
-rw-rw-rw- 1 mresnick training 251 Jan 02 1996 garbage
Irw-r--r-- 2 jjones admin 15237 Apr 30 20:07  junk
—rWXr—-rw- 1 mresnick  training : rash
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Access Permissions

OV\(NER GROUP

permissions permissions permissions
s, djjr w X|ir w X|Ir w x
s2Eljir w —|jr w rw -
Tar-llr w x rw X

W

4 r=read Look/copy/print

2 w=write Change/save/delete

1 x=execute Runcommands/
use directory

|
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User Account Configuration Change

Request Form

USER ACCOUNT CONFIGURATION CHANGE REQUEST FORM

Name of Requester:
Reason for request:
CURRENT INFORMATION CHANGE TO:
User ID:

Office Address:
Office Phone:
Home Phone:
E-Mail Address:

UNIX Group ID:

DCE Group ID:

Login Shell:

Date of Request: / / Required by: / /
Approval: Date:
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Commercial Off-The-Shelf

(COTS) Software Administration

« The EMD Project software consists of various architectures
In addition to customized code, science software and COTS
products

— The project maintenance philosophy for software is to provide

EMD centralized support for developed items and vendor
support for COTS software

— Log files are to be maintained for documenting all COTS
Installations and modifications

— Because each DAAC site is unique, COTS patches may be
provided by the vendor to resolve a DAAC specific problem

— CCB approval is required before COTS software upgrades can
be loaded on any platform

- DAAC CCB must be informed via CCR
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Security

* ANLpasswd and Crack for
password protection, local and
network access

e Tripwire for flagging unauthorized
file changes

« TCP Wrappers (except NSIDC) for
network access control at DAACs
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